


Introduction

In this guide, we’ll introduce you to SD WAN, explain its origins and help guide you through the
myths and jargon you may come across along your journey to implementing your own solution.
We’ll also address the concept of Hybrid Networking - showing how blending different types of
connectivity can provide you with a strong, cost-effective network.

Finally, we’ll look where SD WAN is going (spoiler alert! It includes integration of disparate systems
and something called SASE), some problems it could create and with the benefits it can bring
your organisation.
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What is SD WAN?

SD WAN (Software Defined Wide Area Network) is the hottest topic to
hit the Wide Area Networking industry for some time and not without
merit. It is set to continue its gain in importance and set the narrative
for WAN deployments for the next few years.

SD WAN refers to the use of software to implement and manage the
Wide Area Network, including virtualisation of routers and firewalls
(NFV) and techniques to orchestrate the network centrally. The concept
is similar to how SDN implements virtualisation within the data centre.
There are many SD WAN benefits promised. One aim is to simplify the
management of the WAN. Another is to make it more flexible so that,
for example, traffic can be off-loaded from MPLS to the internet. This in
turn can save cost.

As with any emerging trend the definition of SD WAN is wide and varied.
Vendors and carriers are looking to promote a version which fits their
own capabilities.

This has led to confusion as to whether an SD WAN solution includes
the underlying connectivity as well as the Customer Premise
Equipment (CPE) function (router and secuirty device) and
over-arching management. Well, depending on who you speak to,

it can be both. CPE vendors rely on customers to provide their own
connectivity whereas carriers are trying to move the market to an all-
encompassing SD WAN solution which includes the connectivity and
managed services supplied by themselves.

We can make the distinction between an SD WAN CPE solution,
covering the management and functionality of the Customer Premise
Equipment (CPE), and a complete SD WAN solution which also includes
the connectivity and more.
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Where has SD WAN come from?

The SD WAN CPE market has been maturing for a couple of years having
been founded by new start-ups, such as Viptela and Versa Networks in
around 2012.

SD WAN is born out of concerns that were originally seen by forward
thinking large enterprises over their static and difficult to manage
WAN architectures. With a move to cloud based services and the high
cost of international MPLS compared to in-country locally sourced
internet there was a desire to be able to deploy and manage the local
CPE simply, and to take advantage of internet with its lower costs and
shorter route to platforms and applications. Lessons learned from the
server virtualisation revolution also showed a future where software
based networking and security features could be deployed without the
physical hardware with the associated distribution and maintenance
logistical support requirement.

Gartner, in their 2017 Competitive Landscape: WAN Edge paper
recognised that there would likely be 5 waves of disruption in the SD
WAN market starting with the SD WAN start-ups followed by a number
of existing providers from adjacent markets such as WAN Optimisation,
who would pivot from their current position to refocus and rebrand
themselves as SD WAN providers. The 3rd wave of disruption would

be the major CPE vendors such as Cisco, Juniper and Huawei either
purchasing one of the start-ups (as we’ve seen with Cisco and Viptela) or
developing their own capabilities.

The 4th wave is where a complete SD WAN solution starts to emerge.
This is where carriers bundle the SD WAN hardware with their carrier
circuits to provide a one stop shop. They may even supply a much
richer monitoring and alerting experience extending way beyond the
WAN CPE and into the LAN, infrastructure and applications. This will
satisfy those large enterprises who outsource the management of their
network but also paves the way for the carriers to develop a volume
solution designed to meet the needs of medium enterprises to who
have traditionally bought managed WANs.



The 5th wave, which is likely to take place at the same time as the

4th will be Managed Service Providers (MSP) who have the distinct
advantage of not only providing a more cost effective hybrid network
(marrying together different carriers, network and access types) but
also tend to be able to handle a more hybrid approach to management.
MSP’s often allow customers to purchase their own carrier circuits,
acting as their own resolver group whilst the MSP maintains overall
responsibility for ticket management.

MSP’s are also more likely to bring the extensive monitoring
capabilities enjoyed by large enterprise customers of global carriers to
customers in the medium enterprise level.



SD WAN definition ‘

What are the characteristics of an SD WAN CPE solution?

If we accept that when we are talking about SD WAN we are talking about the management
and the CPE function itself then we would say that an SD WAN Solution has the following five
main characteristics;

+ Must support Hybrid Networking and multiple access types at the same time - Internet,
MPLS, VPLS, LTE etc

« Cando Dynamic Path Selection - connectivity must act in an Active/Active state with
application specific SLA’s determining which access traffic uses.

+ Simple management interface - supports Zero Touch Deployments where devices call
home to obtain their configuration, along with device monitoring, alerting and reporting.

+ Multiple CPE functions - routing, firewall, WAN Optimisation, WiFi, caching etc

+ CPE can be either physical or virtual - vCPE can be deployed as software only, residing on
a standard X86 Server.



A more complete SD WAN service

Although the term ‘SD WAN’ is grabbing all the marketing headlines
(with Hybrid Networking also getting some column inches), we at SAS
believe they are not the only elements required for an optimal

future network.

A complete SD WAN solution will include;

« SD WAN CPE - whether physical (device and its software) or virtual
(just the software);

+ Hybrid Networks - multiple access technologies and network types
from multiple carriers;

+ Endto End Application Performance Monitoring including End User
Experience Monitoring;

« Thedigital integration of all of the quoting, provisioning,
management, fault ticketing and billing systems to support
the above;

« Professional Services to advise, set-up and optimise the solution;

+ Flexible In-life Managed Services to dovetail into existing suppliers
and resolver groups.

The SD WAN CPE solutions have created the market and now carriers
are looking at how they bundle the connectivity and enhanced
performance together to create a more complete solution. This second
major evolution is still in its early stages with solutions likely to be
separate components until digital integration of multiple systems from
multiple vendors can be achieved.

Need a complete SD WAN service?

We offer industry leading SD WAN vendors alongside advanced
Hybrid Networks and a world-leading monitoring platform to give
you the best network, the best application performance, the least
hassle and the best price we can possibly deliver. We manage your

carriers so that you don’t have to!

GO TO SERVICE PAGE



SD-WAN is an overlay. You still need an underlay!

When you ask “What is SD WAN?” it’s really important to understand
exactly which definition of SD WAN is being described to you. Since
most SD WAN vendors are WAN edge device companies they will not be
offering the connectivity within their solution. That will be left to you or
your Managed Service Provider (who may or not be a carrier) to provide
and manage, or at least to monitor.

WAN edge devices are sometimes known as Customer Premise
Equipment, or CPE. The functionality and management of SD WAN edge
devices is known collectively as the Overlay, since they overlay the Wide
Area Network.

Similarly, the connectivity is known as the Underlay. The Underlay
could be build using a public network (internet), a private network (such
as MPLS, VPLS, Ethernet Point to Point etc), or a semi-private network
(such as Optimised IP: internet local access pointing to a core private
global backbone).

SD WAN makes it easier to mix connectivity types within your underlay
to create Hybrid Networking.

Alongside your SD WAN CPE solution, you also need to give
careful thought to your Underlay, in order to get the best price and
performance for your network.

To maximise application performance while minimising cost and
management overhead, you need an in-depth understanding of the
carrier market place.

You need to understand access options and associated SLAs, private
and public networks, and details of your users and applications (and
where they both reside). Take a look at our Guide to Reducing WAN
Costs for further information.



Where is SD WAN going?

We see SD WAN developing in two general directions:

1. Theintegration of overlay and Underlay technologies under a
common 0SS and BSS structure.

2. The combination of Network as a Service (SD WAN) and Security
as a Service to address the security issues that arise from
moving applications to the cloud and users to more home
working over the internet.

Let us look first at item 1: the management platforms to tie the
Underlay and Overlay together.

The utopian vision for a complete SD WAN solution would be a single
interface that combined your SD WAN CPE with the various underlay
providers and networks, that also integrates into the ticketing
platform for assurance. You would be able to monitor and control
not only your SD WAN CPE but further into the network to be able to
measure application performance and diagnose any issues. You’d be
able to place an order at the start of the process and see it accurately
reflected on you bill at the end.

We may be some way off this dream. At present the SD WAN
management function is fairly simple; the central controller just needs
to be able to communicate with the SD WAN CPE and as every SD WAN
CPE company has their own controller this is a given. When we expand
the requirements to other components and systems we can see that
there is a major piece of work to combine this eco-system.

SD WAN makes promises that you can change your bandwidth in an
instant. Well if your central controller doesn’t control the underlay
and the overlay then this isn’t possible.

In the future there may also need to be a different commercial model
from the carriers and their third party tail providers. At present with
most carriers the commercial model is based around fixed monthly
pricing for an agreed speed on a standard access bearer, for example
20Mbps on a 100Mbps bearer. If you want to change the port speed,
then there is a change in the commercials so a quote needs to be
supplied and an order placed. Further complications come with
international MPLS as they tend to use tiered long line access circuits
from third parties. To make a change to the port speed the carrier will
often have to ask their third party to change their tiered access circuit
before they can also make the changes to

their own network.

If one of the advantages of Hybrid Networking is that you can provide
your own locally sourced internet connectivity, then this makes
controlling the underlay with the overlay very difficult indeed.

However, there are moves afoot to address this interoperability. The
Metro Ethernet Forum (MEF) is a non-profit industry association
made up of over 200 members. MEF members include Tier 1, 2

and 3 service providers, hardware and OSS/orchestration software
providers, as well as test labs, test equipment and test software
providers.
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MEF are maybe best known for creating standards for Metro Ethernet
that international carriers could all sign up to and are now looking at
SD WAN orchestration with MEF 3.0. MEF 3.0 introductory video. Having
an industry standard may give rise to separate SD WAN Orchestration
vendors but in the meantime companies will need to develop their own
solutions with each of their chosen overlay and underlay providers.

Let us look next at item 2: the combination of SD WAN with security.

This second element is driven by technology, and by two questions:
Where are the applications and where are the users?

We know that more and more applications are moving away from the
corporate network and to the cloud, presented as either Software as a
Service or within an Infrastructure or Platform as a Service setting.

We know that this has caused us to re-think how traffic gets to these
applications, often highlighting that the internet is the shortest path.
We know that SD WAN has made this easier to implement and manage.

Another factor in the change to our corporate network is the need to
consider Remote Workers.

Remote workers are effectively very small branch offices that are also
sometimes mobile!

When most applications were based within the Corporate network,
remote workers would simply have a VPN client that took all their
traffic back to the corporate firewall and then on to those apps inside
the network or back out to the internet. But with more apps being
delivered from the cloud, remote workers also want to go directly over
the internet rather than trombone in and out of the corporate HQ.

So, with both Remote Offices and Remote Workers now wanting to go
directly to the applications over the internet, the traditional network
design of centralised security is no longer efficient or appropriate. We
still need the same level of security but instead of it being solely at the
HQ or DC it needs to be where the users and the applications are.

Some SD WAN vendors added Next Generation Firewall style services
such as Content Filtering, Intrusion Detection and Prevention and
Malware protection to the software on their devices and this provides
cover for branch offices, but an SD WAN router is not appropriate at an
individual remote worker level. The benefits of load balancing multiple
circuits is not a requirement here. If remote workers are at home, then
they are simply using their existing home broadband connection. If
they are out and about then they may be using public WiFi in a café or
a 4G connection.



In order to cover remote workers and remote branches, the WAN
security needed to be re-thought. The answer was to put the Security
functions in the cloud rather than at each location, thus catching users
wherever they are.

This has given rise to a new type of solution that combines Network as
a Service (SD WAN) and Security as a Service (Secure Web Gateways)
and has become known as SASE (pronounced Sassy) or Secure Access
Service Edge.

All the prominent SD WAN vendors (Cisco, Fortinet, VMware, Silver Peak
etc) are now talking about SASE rather than just SD WAN solutions.
Some (such as Cisco) will have their own solutions and some (such as
Silver Peak) will partner with cloudbased security providers like Zscaler.

When SAS’ Technical consultants design a WAN, they don’t just ask
about the applications and the corporate offices; they also incorporate
the smallest kind of site - the remote worker.

What’s Next?

Well, SASE solutions are talking about a concept called Zero Trust. This
takes a couple of different forms, but its basis is that traditionally we
have assumed that traffic coming from within the corporate network
(branch sites) is trustworthy. Zero Trust takes the position that trust
should not be location based. It is a combination of validated User and
endpoint that earns trust, not the network.

As we have seen above, Networking and Security are becoming ever
more entwined.Another development is the bringing-together all

of the security alerts that we might see from our SD WAN devices,
firewalls, IPS, Malware, Web Security etc and not only providing
context and correlation to the alerts for IT Teams to make sense of but
also having a platform that automates responses to these alerts.




What are the benefits of SD WAN?

Having explored the definition of SD WAN, let’s consider some of the
benefits that people hope to enjoy from an SD WAN deployment.

SD WAN Benefits

The SD WAN market grew from the US, partly as an easier way for large
enterprises to deploy and manage networks. One of the key benefits of
SD WAN was that it offered a centralised GUI-based management and
allowed people to take advantage of the reduced cost and delivery lead
time of locally-sourced internet connectivity compared to

MPLS circuits.

This was further supported by in-house applications moving to
platforms such as Amazon Web Services (AWS) and by Software as a
Service (such as Salesforce.com) being consumed from public clouds
and accessed via the internet. SD WAN promised to offer private line-
like performance over the public internet, a claim which can have some
merit when an Optimised IP solution is also included.

The SD WAN CPE solution isn’t necessarily a revolution; more an
evolution of existing technologies all brought together under the CPE
and rebranded as SD WAN.

Simpler Hybrid Networks

Hybrid Networking has been available and deployed by Managed
Service Providers like SAS for years so there’s nothing particularly new
in utilising locally-sourced internet, either as a primary or secondary
active circuit. SD WAN makes deploying and managing Hybrid
Networking solutions easier, and adds monitoring and alerting for
those that didn’t have it already.

Standardisation

SD WAN helps with each deployment, since the device calls home to
receive its configuration. This also leads to standardisation across
regions, and the central controller acts as an inventory repository for all
devices and configurations.



Monitoring and visibility

The ability to monitor the entire IP path is a key challenge for
businesses as they digitalise their businesses and move applications to
the Cloud. In the absence of a complete solution in the market, we had
to develop our own monitoring solution over many years, and carriers
are also recognising the need to offer advanced monitoring.

Now, SD WAN promises to create greater visibility of the network.
Visibility on the utilisation of your connectivity and applications across
the network can give insight to what’s actually happening. This allows
you to right-size your WAN and to understand what traffic might be
offloaded to the internet. The SD WAN benefit here is not so much the
ability to do this but the ability for this to be included as part of the
CPE solution.

If you don’t have access to a world-class monitoring, alerting and
reporting system then the inclusive offering within the SD WAN CPE
solution will be a good starting point. However, if an application is
running slowly due to a database query then SD WAN monitoring is not
going to give you everything you need: you’ll also want to see the LAN,
Server, Virtual machine, database and application. For those who want
to see all that in a form that’s meaningful, rather than as a long list of
nodes, Critical Path Monitoring will be a great help.

Easier deployment

Another problem that SD WAN, or one of the facets of SD WAN,
addresses is that it is sometimes difficult to deliver new routers to
remote locations. Issues with customs and local engineers as well as
in country hardware replacement can be an issue. The SD WAN CPE
function can be delivered as virtual devices, basically as software
sitting on a standard X86 server. As long as you have the IT staff at site
who are knowledgeable on the IT Infrastructure side, SD WAN can help
circumvent this issue.

Having the SD WAN functionality delivered without the underlying
hardware as a VNF (Virtual Network Function) was seen as one of the
key components and advantages of SD WAN. As the market continues
to evolve, this functionality is often limited to cloud deployments
rather than remote branch: not so much due to the lack of vendor
options; more from a lack of demand from customers.
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Dynamic path selection

Dynamic Path Selection is another feature that isn’t really new.
Performance routing has been available with Cisco edge devices for
many years but tended to be very expensive. SD WAN CPE vendors
have included this feature at a more palatable cost point. The problem
this solves is that an application can now be given its own SLA in terms
of latency, packet loss and jitter. If the primary connection suffers from
a degradation in performance, known as a ‘brown out’ then the SD
WAN CPE device will measure any other connectivity available and if it
meets the SLA criteria, switch the traffic to that link.

We have a deep dive into how to achieve SD WAN benefits. Please
see the link at the end of this guide.




What problems does SD WAN create?

A number of SD WAN CPE vendors want to take the credit for the cost
savings of Hybrid Networking without accepting the responsibilities for
its DIY shortcomings.

The challenge of managing SD WAN
yourself

If SD WAN helps you swap your expensive international MPLS
connection with locally bought internet at a fraction of the price (not
always true!) then they are also suggesting that you become your own
Managed Service Provider to scour the local market, order, install,
support and bill that circuit.

It takes a great deal of in-country expertise and effort to achieve and
support this and hope that the local teams maintain records and pass
on the local contacts and knowledge.

You’ll need carrier savvy IT staff in every office or at the least, region.
It’s very easy to compare the cost of international MPLS against local
internet circuits but more difficult to quantify the management
overhead both locally and centrally of having multiple providers.

Carrier-delivered SD WAN can make it

harder to get the benefits you seek from
Hybrid WAN

A recent development of SD WAN is a move by the carriers to
incorporate SD WAN with their connectivity. The logic on this is sound

- once the carrier’s systems are integrated with SD WAN CPE devices,
customers will be able to get a quote to change their bandwidth and
then the systems will make changes to the network as well as the router
at the same time. This is something that the SD WAN CPE vendors can’t
do because they don’t supply the connectivity.

The downside of this approach for customers is that it goes against
one of the potential advantages of Hybrid Networking: which is
that you can connect each site with the best carrier and technology.
For example, you could buy a local internet connection to make
considerable savings over International MPLS.
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Are there really cost benefits of SD WAN versus MPLS?

If you have a primarily UK based network then the cost differential between MPLS and
Internet may not really exist. It depends who has supplied your MPLS
and Internet.

If you do have international sites, a better solution may be to use a Managed Services
Providers who can integrate several carrier networks to give you the best pricing,
performance and delivery speed at every site.

SD WAN creates security issues

If SD WAN promotes ‘direct to Internet’ connectivity, then it is also opening up each
branch site to direct cyber-attacks. In traditional MPLS networks the only access to the
internet was via the HQ or Data Centre.

These acted like the drawbridge to the castle. There was only one way in and out and
this reduced the potential attack surface where cyber criminals on the internet could
attack an organisation. A high level of security functionality was placed at this point;
Next Generation Firewalls with IPS and Malware protection, email and web security.

If SD WAN allows direct to Internet connectivity, then it must cover the same security
functions that was expected at the HQ or DC.




What is a Hybrid Network?

What is a Hybrid Network Can an MPLS/Internet hybrid network reduce cost?

(a nd Why m|ght | want One)? Hybrid Networks are often mentioned while discussing SD WAN. This is
because one of the benefits of SD WAN is that it can help you create a

A Hybrid Network is as simple as having two (or more) different active hybrid network to reduce costs.

network connections to a site, but there is much more to it than that.

) o ) It is often asserted that internet connectivity is cheap and MPLS
Perhaps the most common hybrid network definition we see is a

primary MPLS and a secondary internet connection. You’ll often see
this in literature describing SD WAN, with the benefit being reduced
costs. Actually, the internet connection is sometimes put forward as
multiple consumer grade broadband connections by SD WAN CPE
vendors looking to support their cost-saving argument.

connectivity expensive. Consequently, one can save money by reducing
the port on MPLS circuits (reserving them for applications that need
Class of Service or private cloud access) and moving other traffic

to the internet.

This may be true in certain countries, such as the US, but it is less so

in the UK where comparable circuit types can be similarly priced. In
the UK, a 50Mbps port on a 100Mbps Ethernet bearer can often be the
same whether it points to the internet or to the MPLS network. It really
depends on your WAN provider.

Where there is still a difference is with globally diverse networks.
International MPLS circuits can be a whole lot more expensive than
buying a locally purchased internet circuit. The trade-off for using the
internet to reduce costs is that you may lose some performance and
you may also lose the central billing and management that an MPLS
network brings.
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Access to the cloud

There is also a growing reliance on Public Cloud (internet) based
applications (e.g. Salesforce.com and MS365) or platforms (e.g. MS
Azure and AWS) and therefore it makes more sense to direct traffic
straight to the internet rather than sending the traffic to a central site
over the MPLS network and then reaching the internet from that site.
(This is commonly known as tromboning out of a central site.)

However, we are seeing a number of carriers providing connectivity to
a growing range of Cloud based applications and platforms through
their MPLS networks thus giving the security and performance of a
private network. MPLS access to new cloud apps and platforms will
always lag being the internet as carriers have to specifically provide
the interconnections to their networks whereas the application

and platform providers themselves are in control of the Internet
interconnectivity.

There are, however, potentially large cost savings to connecting
privately to platforms such as AWS and Azure due to the lower cost of
Data Transfer. See our calculator here for more details.

Optimised IP

One new, and increasing, development which some of the SD WAN
vendors can take credit for is the creation of a new network type.
There’s now a third option between Internet and MPLS and that

is Optimised IP. This is where SD WAN providers are putting their
own equipment or software in data centres around the world and
next to Platform and Software as a Service providers to improve the
performance of the internet.

There are a couple of variations to this model but on the whole a
Customer will still purchase their own local internet circuit with the
SD WAN CPE creating a secure tunnel to the SD WAN vendors nearest
Point of Presence on the internet. Once at this PoP the data will use
private connectivity to reach the nearest egress PoP to where the data
is trying to reach, thus not traversing multiple AS networks on the
internet. It’s like a private cloud within the internet.

This solution looks to combine the advantage of MPLS performance
with the cost advantages of local internet access and again works best
when competing against international MPLS solutions.



A full hybrid network is the best of all worlds

When you take the concept of a Hybrid network to its logical
conclusion, you can get the best of all worlds. The logical conclusion is
the more general selection of the right technology from the right carrier
at each site.

To illustrate, we create our customer networks by joining multiple
carrier networks and associated services such as Cloud access and
Hosted telephony, and integrating them in a best of breed solution.

We have used multiple carriers and providers for more than 20 years so
we know that they each have different strengths and weaknesses. No
single carrier gets 5 stars in all the boxes. Some carriers have markedly
superior delivery SLA’s; some have a more comprehensive selection of
access options; some are good when they’re on-net for both delivery
and price; and some are stronger in certain geographies.

Often the best Cloud services are with companies who purely focus on
just that, rather than bolting on a service to a WAN as a carrier often
does. We have found the best results by having a more open approach
to incorporating the best the market has to offer.

What we have found really exciting about Hybrid over the last few
years is the ability to incorporate new offerings without the lengthy
development cycles endured by the carriers. This approach means
that customers aren’t held hostage to a single carrier’s product
development roadmap.




A hybrid network can reduce delivery times

The current accepted definition of Hybrid Networking also tends to focus on the in-life stage of the
connectivity lifecycle whereas we believe that there are further advantages to be had by looking

at the deployment stage as well. With our Network in Advance and bonded 4G services, we offers
cradle to grave connectivity options. Get your site up and running on multiple 4G connections whilst
the fixed connectivity is delivered and then have the 4G as back-up. See our page on Infrastructure
Readiness Services for further detail -

https://www.sas.co.uk/service/infrastructure-readiness-services

Alternatively, 4G can be used for temporary sites or even mobile sites, such as boats, buses and trains.

We have delivered thousands of 4G circuits over the last few years. It’s still non-trivial to do it well but,
nevertheless, in that time we have seen the technology move from niche to mainstream. So much so
that it is now a regular part of our customers’ circuit portfolio whether for large sites of hundreds of
users or large deployments of hundreds of sites. Interestingly, back when we started, nobody called it
Hybrid and nobody called it SD WAN, but the market now defines it as both.




Six myths about SD WAN

SD WAN is the replacement for MPLS (and other myths)

There are almost as many views about SD WAN as there are people
talking about it, so it is perhaps inevitable that there is a little bit of
bunkum being spoken. We have seen a number of opinions that have
dubious merit so we thought we would try to set the record straight.
Here are six commonly heard myths about SD WAN, along with our view
of the real situation.

Myth #1 SD WAN is the replacement for
MPLS!

[ think we’ve all seen this one!

Let’s start by positioning the two terms. SD WAN is an overlay
technology and MPLS is one of the options for the underlay that sits
underneath to provide the connectivity for an SD WAN network (along
with VPLS, the internet, and other networks). Since the two aren’t the
same thing it’s not really a logical statement. SD WAN may be clever
and full of eastern promise but it still needs an underlay!

So, if it’s not the replacement, will SD WAN lead to the demise of MPLS?
We expect it will cause a decline, but not the demise - at least, not for a
considerable time. Let’s examine the drivers that might cause SD WAN

to kill MPLS.

WAN cost and performance

First, it’s not so much SD WAN that would kill it, but the fact that SD
WAN makes it easier to use alternatives to MPLS for some or all of your
traffic. Will we start moving our traffic from MPLS to the internet? That
depends. For that to make sense, the internet would need to be better
or cheaper, or perhaps good enough and cheaper ... or some other
sensible combination of the two.

So, ...isit? That, of course, depends on your situation.

If you’re running everything from the cloud you might care less about
MPLS performance, whereas if you’re running a latency-sensitive
application over highly-utilised circuits, you might think twice about
the internet being good enough.

Likewise, if you’re an international business with hundreds of sites
outside the UK then you would certainly find opportunities to save
money by moving traffic from MPLS to locally sourced internet.
However, if many of your sites are in the UK then that assumption
breaks down: MPLS circuits are not far more expensive than the
internet in the UK! In some cases we’ve seen them to be cheaper!
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Hybrid networks

Actually, there is another way to save money compared to MPLS, and
that is to use a hybrid network. People frequently define a hybrid
network as the connection of a site to both MPLS and the internet (to
save money), enabled by SD WAN. We don’t think that definition is
great, on two counts.

First, it excludes the many benefits (to cost, installation speed and

performance) of blending multiple technologies from multiple carriers.

We see a hybrid network as the fusion of multiple technologies (MPLS,
VPLS, Internet and the many access technologies they employ) from
multiple carriers.

Second, itimplies SD WAN is a required driver for a hybrid network.
Most of our customers have run a hybrid network without SD WAN for
many years. So, if anything it’s Hybrid Networking that will cause the
decline of MPLS.

An aside on internet performance

Let’s go back to the point about internet performance for a minute. To
be fair, you can get similar latency out of an dedicated internet access
(DIA) circuit than you can out of MPLS. With one major UK carrier their
DIA latency SLA is actually better than for their MPLS before Class of
Service prioritisation is applied. However, to realise this performance
you need to stay on-net. In other words, if you use one carrier to
connect several of your sites over the internet then the site to site

traffic that stays on the carrier’s network should enjoy sparkling
performance. It’s just that if you want to go outside of the carrier’s DIA
cloud then you’ll lose that benefit: once on the open internet you’re on
a best-endeavours network that does not support

end to end prioritisation.

Saas applications are encouraging a move to more internet-
focussed networks

With cloud applications and platforms being accessed from the
internet, customers are evaluating the best way of reaching these
from remote sites. Traditionally, SaaS application traffic from branch
office users has traversed the MPLS to the HQ and then broken out to
the internet. This adds another couple of legs of latency, which limits
performance and throughput.

SD WAN devices are typically configured to recognise this traffic and
break out to the internet directly from the remote site. This trend acts
to reduce traffic over the MPLS, hastening its decline.

The MPLS providers are fighting back, though, by creating private
connections with the associated Class of Service into the Cloud
Provider’s networks, giving remote sites direct connectivity over the
secure MPLS network. Private networks such as MPLS are always going
to be slightly behind public networks such as Internet because it’s
much easier for SaasS to be launched via the internet to all customers
rather than to a subset with each carrier.



Myth #2 SD WAN will allow me to provision
sites in an instant!

To consider this claim, we need to look at the connectivity. Once we
see SD WAN as an overlay on top of underlying connectivity, it becomes
clear that we cannot deploy an SD WAN site any faster than we can get
connectivity to site.

How long for a new site?

For a brand new connection, Fibre Ethernet circuits take months to
deliver, EFM circuits take several weeks and fixed broadband takes a
couple of weeks. To get below that time you need to use 4G LTE circuits,
which can have you connected within days if done well. So, for a new
site, it’s clearly the provision of connectivity that defines the fastest you
can connect.

SD WAN can play a role in configuring the new site quickly onto the
network, of course. so it could help if you’re in a terrible hurry and you
opt for 4G rapid site deployment of a new site. Incidentally, people
new to 4G often don’t appreciate how fast it can deliver and how many
users it can support. We have had new sites connected within two days,
and we’ve had it supporting up to 650 users.

Like for like

Some SD WAN CPE providers claim that with SD WAN, their customer
could provision a new site in minutes whereas with MPLS it would

be months. That’s an unfair comparison, of course. It seems to be
comparing an existing internet connection with a new

MPLS connection!

In reality, if there was an existing internet connection then a simple IP
Sec tunnel to a carrier’s secure VPN service would provide the solution
as well: it hardly needs to be SD WAN!

However, this does highlight where SD WAN can bring great flexibility. If
you do have an existing internet circuit then you certainly can connect
it quickly with SD WAN, and you certainly can adjust the balance of
traffic quickly between MPLS and internet.
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Myth #3 SD WAN and hybrid networks are cheaper!

Sometimes! This is a common assertion whose accuracy depends upon what we’re
comparing. Traditionally, IP VPN was more expensive than Internet connections but
nowadays we see carriers pricing them fairly similarly in the UK. A50Mbps port on a 100Mbps
Ethernet bearer can be the same whether it points to the internet or to the MPLS network, in
the UK at least. Where there is still a difference is internationally. International MPLS circuits
can be a whole lot more expensive than buying a locally purchased internet circuit although
you do lose the central procurement, billing and management that MPLS brings.

Sometimes the argument is put forward that with SD WAN you could use multiple consumer
grade broadband so yes, that is likely to be cheaper but you may need a more expensive
router to bond or load balance the multiple connections thus offsetting some of the cost
saving. And also you now have consumer broadband with its lower availability and reliability
and longer time to fix. There’s more chance that if one of your broadband connections suffers
from a degradation then so will the others as they will share a lot of the same
underlying infrastructure.




Myth #4 SD WAN will allow me to change
my bandwidth and COS settings in an
instant!

Yes, quite possibly, but only if this is a carrier Complete SD WAN
solution and not an SD WAN CPE solution and if that particular provider
has linked their front end quoting engine, with their ordering process
and then their billing system.

This is one of the big pushes of SD WAN - agility. But in what
circumstances would you want to do this and how much are you
willing to pay for the premium? We have seen customers ask for this
and then baulk at the price which some complete SD WAN providers
are charging. We have also seen customers ask for this who rarely
make changes on their network. We have seen some suppliers offer
this but only where they are on-net. And this doesn’t apply to ADSL
and SuperFast services where by default you already get the maximum
speed that the circuit can deliver.

In the UK Ethernet PoPs are ubiquitous the access circuits are either full
100Mbps or 1Gbps but internationally where the carriers have fewer
PoPs, the access circuits tend to be long line and to save costs,

are throttled.

Look very carefully at the quotes you receive from your MPLS provider
for international connections - they will often show the access circuit
from the 3rd party as a 20/100Mbps with a 20Mbps MPLS port. To have
the ability to flex up this circuit to 50Mbps, the MPLS provider would
need their 3rd party to provide a 50/100Mbps access circuit from day 1,
so the customer is paying for the privilege to invoke the

SD-WAN capabilities.

Another theme of SD WAN is that the customer can provide their own
local internet service to lower costs but the question there again is how
will the central management platform change a 3rd party circuit? So
here DIY Hybrid Networks and the complete SD WAN solution

are at odds.

What we have seen is that customers aren’t happy with waiting 4 weeks
to get a change of CoS or a bandwidth increase but what would be an
acceptable amount of time? 2-5 days from quote to change?

It may be some time before there is a choice of carriers that will offer an
integrated solution but in the meantime there are providers that can do
the individual steps, although manually, much more quickly than some
traditional carriers.

If complete agility in this area is what you desire then your choice of
carrier may be limited and costs maybe be higher but if you’re looking
for more agility, there are many more options in the market.

AN



Myth #5 SD WANSs are easier to manage!

True, but the extent of this depends on whether you have bought

a managed network in the past or whether you have taken the DIY
approach, bought wires only connectivity services from a Carrier and
then bought, configured and managed the routers yourself.

If you want to go down the DIY route then indeed, the SD WAN overlay
and functionality will be of great benefit although the cost savings will
more likely be realised if you have international sites. But with the DIY
approach a much higher level of management overhead is borne by
the organisation’s internal IT team. When you buy a Managed WAN you
are given access to consultants, profession installation services, a 24/7
global support service and a single bill. If there is a problem with one
of the sites, your Managed Service Provider (MSP) will see it first and
already be calling the site contact to resolve the issue.

Zero (or more likely low) touch deployments and central management
will be beneficial to the Service Provider rather than the customer,
although the customer should receive a better service at a slightly
reduced cost. Whereas Carriers have tended to want to supply
everything within a managed service and in particular the connectivity,
more dynamic Managed Service Providers will offer flexible
management allowing customers to provide their own connectivity and
therefore be their own resolver groups whilst the MSP still maintains the
overall ownership of the fault tickets.

Some MSP’s, such as SAS, have been providing application visibility
way beyond that which is included in an SD WAN CPE solution for many
years so the argument that SD WAN will be easier to manage really
depends on what version of a WAN you currently have. If you have a

pure international MPLS network where you manage the edge routers
yourself then an SD WAN CPE solution, coupled with hybrid networking
will certainly bring a great deal of benefits; operationally, technically
and commercially.



Myth #6 SD WAN and hybrid networking allows my users
to get to cloud apps (such as Microsoft 365) more quickly
and therefore have a better experience!

True, maybe! The rise in applications being located in the public cloud rather thanin a
customer’s data centre has shifted the emphasis on how to connect to the applications most
effectively. Ideally, you would want to take the shortest path to that application as possible
and traditional WANs tended to only have an internet breakout at the head office. Local
internet breakout would seem the obvious choice (therefore Hybrid Networking) with

SD WAN CPE providing the security, visibility and management.

However, many carriers are now linking to the major laaS/PaaS/Saas providers from their
MPLS networks to provide the Quality of Service and security that customers require. We
have also seen some SD WAN providers developing Optimised IP networks over the internet
to these applications and platforms so if there is a variety of choices to suit all customers.




Closing thoughts

In summary, SD WAN solutions are currently just one part of the complete future networking solution. Hybrid networking and a comprehensive
application aware monitoring solution are equally as important. The integration of these into a providers OSS and BSS platforms will ultimately

be the goal.

If you normally buy a managed WAN service then much of the benefit of SD WAN will be hidden from you but if you wish to source, purchase and
support your own WAN then buying an SD WAN solution from one of the many new and existing vendors could see you reap real benefits.

In general SD WAN will provide the management and control. Hybrid Networking will provide the cost savings and an Application Path Monitoring
solution will provide the detailed analysis to help you understand what is impacting on the end user application experience.
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Are you interested

in SD WAN?

Check whether an SAS 30 day
trial is right for you

GET A CONSULTATION



Your next steps

Find out how other businesses have

. Looking to trial SD WAN?
transformed their WAN J
A free consultation with our CIO A no-obligation, 30 day trial of SD WAN
If you have network problems or are thinking about WAN This trial is ideal if you are currently running a managed WAN,
transformation for digitalisation, cloud or cost-reduction projects, looking to refresh your WAN in the next 12 months and
then our CIO, Simon Cranford, can offer valuable insight. actively considering SD WAN.
Simon is an experienced CIO who has designed and consulted on We’re offering a 30 day SD WAN Proof of Concept including all
many of the networks we have provided. He has broad experience hardware, licences, set up and management - at three of your
of the issues that mid-sized businesses and enterprises face and sites for 30 days. We’ll provide a report summarising the SD WAN
will be able to provide real insight into your situation. benefits suggested by your trial, including an outline commercial

model and a post-trial review.

ARRANGE A TRIAL

GET A CONSULTATION




We have been recognised as one of the top SD WAN providers
in the UK by Enterprise Networking Magazine

enterprisenetwerking 1op10

Enterprise Networking Magazine, a B2B technology magazine that
reaches 65,000 readers across the UK and Europe, has included
SAS in its Annual Edition on ‘SD-WAN 2020

(CONSULTING/SERVICE COMPANEES N UK - 2020

SAS Global Communications
Transforming Mid-Market Networks
with Managed SD WAN

The magazine has compiled a list of the top 10 SD WAN consulting

and service partners in the UK, to help decision makers choose the

‘ ‘ ompanies are increasingly looking to digitalise
their business processes and modernise

stil the underlay to deal with—the networks and circuits that
underpin SD-WAN;"explains Cranford. “That part of the WAN

merging

. . . . . networks to support new IT projects and has not gone away! There are often multiple ircuits at each site, f choice
h l d d d b ld ications to the cloud”, b hich deli i and ongoing :
rl g t consu tin g and service pa rtn er to source 3 esl gn an ul Cranford, CIO at SAS Global Communications. ‘monitoring, SD WAN introduces new complexities such ss ompanies.
“This has triggered several transitions in tandem: increased  dynamic path allocation while adding Internet circuits and cl -
dloud traffcthe use of Iternet al " D- neww design and surity regime. $0,you till nbination

their networks. We are delighted to be included in this list.

The magazine has written a feature article on SAS, that describes
how we help to transform the networks of Mid-sized businesses

WAN adoption and consequent security changes. Together, these
developments have far-reaching consequences for the WAN.
“More importantly, businesses find it challenging to get these

ions right’, says Cranford, If ges are not
designed carefully alongside the WAN, IT projects may come to
agrinding halt”

need networkskills to design,roll-out, optimise and troubleshoot
the network”

For many businesses, these complexities make a DIY rollout
unpalatable, which is why SAS s witnessing more businesses
secking help. "A Managed SD-WAN service helps you to deploy
SD-WAN and Cloud access without a large IT team,” explains

The Horsham-based
: \hernld-shed anl
specialised managed

SAS Global C
i ket with

Cranford. “It takes th and risk out of moving to SD-WAN,
freeing customers to focus on their wider IT objectives while
leveraging the benefits”

. . . services for WAN, Internet, ‘With SAS solving their
with Mana D WAN. It highligh hy m dm doud s, s i, el
ge . ghlights why more and more st vl ] R |
SAS designs bespoke hybrid PSR ——— such as designing and B ";" whole-— with tight ‘5“"; f“;“’“: T"" video traffic and the abliy to
i i i i networks, increasingly with - troubleshooting the ntwork, [ ofissues transiton toa SaaS model
businesses are seeking help with transformations, and how we DA ey G e Bwiboliog  Amioride o copuny s
uses end-to-end digital o provisioningand field emsive cloud access  instance, is undertaking a UK-wide transformation of over
. . . . processes and.a single URDERLAY NETWORKS : cupportand runninga WAN 100 sites. “We are rolling out a managed Meraki SD-WAN
have become a trailblazer for Meraki SD WAN in the UK, becoming S ke T e ]
) the entire infrastructure, - = from investing nskilled N underpins widr - oi” sy Canord. “This s giving thma bs o bred
Ther single-minded aim Pisokieied expets, el engineersand network that user experience fo staffand
one of their top Managed Service Provider partners kot i s sl s
p g p ' performance, reliability and u e ACCESSING SERVICE: developments”
) S oo
customer experience. AWinning Formula N .
“We help customers One of the key strengths of MCranfords — ABright Future
transform their networks,” SAS is the consultation it ation of clients’ SAS wins by helping customers win. The company innovates
F N d O Ut W h at E N te rori S e N etWO r kl n M a a ZiNn e S a says Cranford. “And we trive relentlesly to deliver on the offes 0 s liens n their transformation. Cranford also points [ ond reduce - continuious] ; i -
p q q V promises we make—deploying the network quickly and driving  to a hybrid networking pedigree well-suited to the multi-circuit, faket, with a efectiveness. However,its primary focus s to delight customers
the overall experience” No wonder the boutique-but-global firm  mult-carrier world of SD WAN. “We are independent of the J sector. with a personalised service. “Carier partners see us as
. . achieves a Net Promoter Score consistently over 70. cariers and vendors; we act for the client” he says. “So, we can frent trends suggest  boutique Systems Integrator due to the bespoke nature of our
b t t f rT] M d M k t N t k addressthe ssues which even carriers may fail to notice, This lofchoice for mid-  solutions, but one that can scale to support thousands of global
a O U ra n S O r I n q 1d- a r e e WO r S Tackling Complexity in SD-WAN and Cloud Adoption proactive approach has helped our clients gain enhanced agility, [ offestures.  sites? says Cranford.
SD-WAN presents a simple d iveness, improved perf billing and ost. Having recently won an I Europa Solution of the Year award
. functions, but that doesn't make the network simpler. “Theres  simple business execution” gebuilder with for its end-to-end digital platform and network monitoring, SAS
essof settng s now rolling out th latet version of it ntegrated customer
wi ana q e hasbeenable  portal. The new functionaliy lets clents place and track rders
Imanagingnew  clectronicallyinthe same portaltha they use to manage tckets,

AN and 4G

inventory and online invoicing,
“As customers move toward multi-circuit, multi-carrier

’ ’ ’ 7 ‘Another example i that of a private equity client sceking hybrid SD-WAN networks, this is going to differentiate us

aglobal ion ofits traditional Ci increasingly from single carrier networks and services without an
Meraki SD-WAN now offers them 2 flexible and secure integrated portal?” concludes Cranford. en /

#

READ THE ARTICLE




30

Convergence Experience

(2%

Typical saving for a WAN

/0

>70 Net Promoter Score

%

1SO9001 + 1SO27001
OHSAS18001- 15022301

)

Global proactive
monitoring 24/7

95%

&

Customer renewal rate

Ve

25,000+ elements
proactively monitored 24/7

95%

O
Proactive incident
identification

16,000+

Network projects over
10 years

Years

17 years Hybrid WAN
experience

—
N

FTSE
250

A - list FTSE 250
Enterprise Customers

(o))
5000+

+5k installations of 4G
cellular WAN



SAS Global Communications

We design, deploy and manage the networks on which our

customers run their businesses in an increasingly digital world.

Our hybrid networks will help customers digitalise their
businesses

The best price possible

Our hybrid networks, enhanced by SD-WAN, blend carriers and
technologies to optimise the price of every site, and minimise
installation cost with zero touch deployment. We offer
transparent pricing for peace of mind.

The fastest deployment

Our hybrid networks let you choose circuits that deliver fastest
for each site, and our 4G WAN circuits offer 2 day delivery with
seamless transition to permanent circuits.

SAS Global Communications Ltd, SAS House,
Blackhouse Road, Colgate, Horsham, West Sussex, RH13 6HS

(\VJ Managed IT Services
sales@sas.co.uk  www.sas.co.uk

The easiest migration

We can phase your migrations to suit you, minimising cost and
hassle.

The best performance and uptime

Our advanced monitoring shows the whole application
path, raise 95% of key issues proactively and allows detailed
reporting and drill-down to show issues and long-term trends.

The most enjoyable and pain free experience

Our end to end digital systems and processes deliver Right First
Time with clear, accurate bills.
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